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HITEQ Purpose

The Health Information Technology Evaluation and 
Quality (HITEQ) Center is a HRSA - funded 
Cooperative Agreement that collaborates with HRSA 
partners to support health centers in full 
optimization of their EHR/Health IT systems



HITEQ Services

ÅWeb -based health IT knowledgebase

ÅWorkshops and webinars

ÅTargeted technical assistance



Health IT Enabled Quality 
Improvement

EHR Selection and 
Implementation

Health Information Exchange

QI/HIT Workforce 
Development

HITEQ Focus Areas

Electronic Patient 
Engagement

Privacy and Security

Value -Based Payment

Population Health 
Management



Legal Disclaimer

ÅThe information included in 
this presentation is for 
informational purposes only 
and is not a substitute for 
legal advice.

ÅPlease consult an appropriate 
attorney if you have any 
particular questions regarding 
a legal issue.



Session Agenda

Tuesday, May 7

8:00am - 8:30am Intro and Overview

8:30am -10:30am HIPAA Compliance and Healthcare Security 
Overview

What is Security Risk Assessment?

Conducting Security Risk Assessment

Security Risk Management

10:45am - 12pm Information Security Best Practices and HIPAA

Board -Level Responsibilities

1pm -2:30pm ONC SRA Toolkit

2:45pm -5pm Security Risk Assessment Exercise



Overview of Privacy and Security



Problem Statement

Å Increased use of electronic health record 
systems increases security risk

Å Increased use of IoT enabled mobile health 
and medical devices increases security risk

Å Increased use of internet -based systems 
increases security risk

Å Increased numbers of users on a given system 
increases security risk

Å That can be a lot of security risks for small to 
medium -sized health centers to effectively 
manage!



Weôre not a Targeté

https://eagleconsultingpartners.com/newsletter/ransomware-destroys-small-practice-ehr-database/

https://www.forbes.com/sites/mariyayao/2017/04/14/your-electronic-medical-records-can-be-worth-1000-
to-hackers/#571d3ece50cf



Weôre not a Targeté

Name and 
Contact Info

SSN/SIN

Birth Date

Insurance 
Information

Other 
Identification

Payment 
Information



Weôre not a Targeté?

1. Insurance Fraud

2. Identity Theft

3. Privacy

Medical Record Credit Card

Black Market Value 
per record

~$5 ~$.50

Demographics Yes Maybe

Payment 
Information

Yes Yes

Lifetime of 
Information

Forever Short

Risk to Consumer High Low

Privacy Concerns High Moderate



Maybe we are a Target?

Medical Identity Theft



Maybe we are a Target?

41% of Healthcare Organizations 
have reported that they 
experienced a breach in 2018

https://www.beazley.com/news/2019/beazley_breach_insights_february_2019.html

https://www.beazley.com/news/2019/beazley_breach_insights_february_2019.html


Ok, we are a Targeté but weôre Secure, Right?

Hospital Heart

Monitor



Entry Points

ÅPhishing

ÅRansomware

ÅConnected Medical Devices (IoT)

ÅSocial Engineering

ÅMisconfigured Servers

ÅInadvertent Disclosures

ÅUnpatched Systems

ÅVendors and Business Associates

ÅFacilities and other supporting systems

https://www.techdirt.com/articles/20120306/15452818005/hollywood-hackers-vs-reality.shtml



Approach

1. Assume Breach

2. Defense in Depth

3. Risk-based Approach

4. Detection and Response

5. Continuous Improvement



Healthcare Privacy & Security Policies and Regulations

Å Health Insurance Portability and Accountability Act of 1996 (HIPAA): 
required HHS to adopt national standards for electronic health care transactions 
and code sets, unique health identifiers, and security. At the same time, 
Congress recognized that advances in electronic technology could erode the 
privacy of health information. Consequently, Congress incorporated into HIPAA 
provisions that mandated the adoption of Federal privacy protections for 
individually identifiable health information.

Å Health Information Technology for Economic and Clinical Health 
(HITECH) Actôs Meaningful Use program: required objective measures for 
ensuring the safety of electronic Protected Health Information (ePHI) as dictated 
by the Security Rule of the Health Insurance Portability and Accountability Act 
(HIPAA) (OCR 2009). 



Security Rule Requirements

Reference: Michigan Center for Effective IT Adoption



Security Risk Assessment

ÅRequired by HIPAA Security Rule and Meaningful Use

ÅCommonly conducted annually

ÅNot required to, but recommend following an 
established framework such as NIST, COBIT, or ISO



Security Risk Assessment

ÅChallenges

ïCan be hard to understand requirements

ïHard to find concrete examples and expertise

ïOrganizations worry about enforcement actions if they 
acknowledge they have security risks

ïMany ñrisk assessmentsò end up being an enumeration 
of security controls or simple checklists



Compliance vs. Security

Compliance Security

Security is 
not a product

Avoid
checkbox 

compliance

Compliance is 
not your 
blueprint

Security is an 
ongoing 
program

Security is not 
just an IT 

responsibility

Remember 
ñreasonable and 
appropriateò

Compliance is 
an ongoing 

requirement

Security is a 
mindset



Enforcement

407 Cases currently under investigation by HHS/OCR



Approach

ÅThe Security Risk Assessment approach is designed to allow organizations to 
implement ñreasonable and appropriateò security controls as opposed to being 
prescriptive

ÅFor example, what is a reasonable disaster recovery plan for a large health 
system would be excessive for a small doctorôs office; this allows flexibility while 
still being enforceable

Å If other organizations of the same size are encrypting their laptops, it would 
seem reasonable to expect your organization to do the same

ÅBut how can you determine what is ñreasonable and appropriateò for your 
organization?

Take a Security Risk Management approach and look to industry 
standards and guidance



Security Risk Analysis



Security Risk Analysis

Under the HIPAA Security Rule, you are required to:

é conduct an accurate and thorough analysis of the potential risks and 

vulnerabilities to the confidentiality, integrity, and availability of ePHI. Once 

you have completed the risk analysis, you must take any additional ñreasonable 

and appropriateò steps to reduce identified risks to reasonable and 

appropriate levels.

(45 CFR 164.308(a)(1)(ii))



Myth or Fact

False. Your EHR vendor may be able to provide information, assistance, and 

training on the privacy and security aspects of the EHR product. However, EHR 

vendors are not responsible for making their products compliant with HIPAA 

Privacy and Security Rules.  It is solely your responsibility to have a 

complete risk analysis conducted. 

True or False: My EHR Vendor is HIPAA Compliant, so there is 
nothing else I need to do.



Myth or Fact

False. To comply with HIPAA, you must continue to review, correct or modify, 

and update security protections. 

Under MIPS/MACRA, reviews are required for each reporting period. 

True or False: I only need to perform a Security Risk Analysis once.



Myth or Fact

False. An ñaccurate and thoroughò security risk analysis identifies threats, 

vulnerabilities, and impact in addition to existing security controls to determine 

risks to ePHI.

True or False: I can use a security checklist as a security risk analysis



What is Security Risk Analysis?

=
Threat x Vulnerability x Impact

Security Controls



Threats

A Threat may be 
defined as: ñ[t]he 
potential for a person 
or thing to exercise 
(accidentally trigger or 
intentionally exploit) a 
specific vulnerability.ò



Threats

Examples of threats: 

ïNatural 
ÅFlood, earthquake, tornado, ice storm, fire 

ïHuman 
ÅOutsiders such as hackers, patients 

ÅInsiders such as workforce members, contractors 

ÅMay be intentional or unintentional (i.e. inadvertent 
modification, deletion, or disclosure of information)



Vulnerabilities

Vulnerability is defined in NIST Special Publication 
(SP) 800 -30 as ñ[a] flaw or weakness in system 
security procedures, design, implementation, or 
internal controls that could be exercised 
(accidentally triggered or intentionally exploited) 
and result in a security breach or a violation of the 
systemôs security policy.ò



Vulnerabilities

Examples of vulnerabilities: 

ïTechnical 

ÅUnpatched systems 

ÅWeak, default, or no passwords 

ÅPHI on unencrypted media 

ÅPoorly configured firewalls or servers 

ÅOpen wireless networks or using weak encryption 

ïNon -Technical 

ÅLack of security awareness training 

ÅLack of (or ineffective) policies and procedures



Risk

A Risk can then be defined as: ñ[t]he net mission impact 
considering (1) the probability that a particular [threat] will 
exercise (accidentally trigger or intentionally exploit) a 
particular [vulnerability] and (2) the resulting impact if this 
should occur.



Elements of Security Risk Analysis



Elements of Security Risk Analysis

As defined by OCR/NIST: 

1. Define the scope 

2. Data collection 

3. Identify and document potential 
threats to ePHI 

4. Assess current security 
measures 

5. Determine the likelihood of 
threat occurrences 

6. Determine the potential impact 
of threat occurrences 

7. Determine the level of risk 

8. Finalize documentation 

9. Regular risk analysis



Continuous Risk Analysis

A truly integrated risk analysis and management process is 
performed as new technologies and business operations are 
planned, thus reducing the effort required to address risks 
identified after implementation. 

For example, evaluate security risks when you: 

ïHave experienced a security incident 

ïHave change in ownership or turnover in key staff/management 

ïAre planning to incorporate new technology to make operations 
more efficient 

ïAre making changes to your servers or network devices 

ïAre changing workflows



Methodology

Observe Interview Test



Resources

ÅHealthIT.gov 

ïhttps://www.healthit.gov/topic/privacy -security -and -hipaa

ÅThe Office for Civil Rights 

ïGuidance on Risk Analysis Requirements under the HIPAA Security Rule 

ÅThe National Institute for Standards in Technology (NIST) 

ïNIST SP 800 -30 Guidance for Conducting Risk Assessments 

ïNIST SP 800 -66 An Introductory Resource Guide for Implementing the HIPAA 
Security Rule 

ïHIPAA Security Rule Toolkit 

https://www.healthit.gov/topic/privacy-security-and-hipaa
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf
http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf
http://scap.nist.gov/hipaa


Security Risk Management



Security Risk Management



Security Risk Management



Security Risk Management ïCase Study



Security Risk Management ïCase Study



NIST Risk Management Framework (RMF)


