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HITEQ Purpose

The Health Information Technology Evaluation and
Quality (HITEQ) Centerisa HRSA  -funded
Cooperative Agreement that collaborates with HRSA
partners to support health centers in full

optimization of their EHR/Health IT systems



HITEQ Services

A Web -based health IT knowledgebase
A Workshops and webinars
A Targeted technical assistance



HITEQ Focus Areas

Health IT Enabled Quality Value -Based Payment
Improvement

EHR Selection and

. Privacy and Securit
Implementation Y 4

Health Information Exchange " Electronic Patient
| Engagement

QI/HIT Workforce

Development Population Health
| Management



Legal Disclaimer

A The information included in
this presentation is for
Informational purposes only
and is not a substitute for
legal advice.

A Please consult an appropriate
attorney if you have any
particular questions regarding
a legal issue.




Session Agenda

Tuesday, May 7
8:00am - 8:30am

8:30am -10:30am

10:45am - 12pm

1pm -2:30pm
2:45pm -5pm

Intro and Overview

HIPAA Compliance and Healthcare Security
Overview

What is Security Risk Assessment?
Conducting Security Risk Assessment
Security Risk Management

Information Security Best Practices and HIPAA
Board - Level Responsibilities

ONC SRA Toolkit

Security Risk Assessment Exercise




Overview of Privacy andéSecurity
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o Do I Do Do

Increased use of electronic health record
systems increases security risk

Increased use of 10T enabled mobile health
and medical devices increases security risk

Increased use of internet  -based systems
Increases security risk

Increased numbers of users on a given system
Increases security risk

That can be a lot of security risks for small to
medium -sized health centers to effectively
manage!




During December, 2017, Eagle Consulting
received an inquiry from a small medical
practice that lost its entire electronic record
database in an attack from the Hermes
ransomware. By the time the practice became
aware of the attack, the damaged database
overwrote the only available backup. Eagle
Consulting provided support for the HIPAA-
mandated investigation and response to this
security incident.

Ransomware is a form of malware that holds

computer files hostage (by encrypting them with
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Your personal tiles are encrypted
Your personal files are encrypted
Your persenal filas are encrypted
Your persd ncrypted
Your persolmmsmm———nCry pted

Your persor mcrypted
Your perso: ncrypted
Your perso: ncrypted
Your persoiy b c encrypted
Your perso \: encrypted
Your pers e encrvoted

Ransomware encrypts practice’s EHR
database

https://eagleconsultingpartners.com/newsletter/ransomwadestroyssmallpracticeehr-database/
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Your Electronic Medical Records Could Be Worth $1000 To Hackers
000

MariyaYao, ®
FULL BIO v

Opinions

https://www.forbes.com/sites/mariyayao/2017/04/14/youelectroniemedicatrecordscanbe-worth-1000
to-hackers/#571d3ece50cf
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_ Medical Record Credit Card

Black Market Value
per record

1. Insurance Fraud
2. ldentity Theft
3. Privacy

Demographics

Information

Lifetime of
Information

Risk to Consumer

Privacy Concerns

~$.50

Maybe

Yes

Short

Low

Moderate



Maybe we are a Target?

E:I;I;:t:ed U.S. population of medical identity theft victims Calculus

U.5. population in 2014 (source: Census Bureau) 320 073,000
IJ.5. population below 18 years of age 29%
|J.5. adult-aged population 223 940 455
Base rate for medical identity theft in 2014 0.0102
Estimated number of medical identity theft victims 2 317 969

Medical Identity Theft




Maybe we are a Target?

41% of Healthcare Organizations
have reported that they
experienced a breach in 2018

https://www.beazley.com/news/2019/beazley breach insights february 2019.html



https://www.beazley.com/news/2019/beazley_breach_insights_february_2019.html

Home Hacking Tech Deals Cyber Attacks Malware Spying

(«x3The Hacker News

Security 1N a serious way

Tl Gets Hacked Through Its Internet-Connected Il

[ Sunday, April 15,2018 & Wang Wei



Entry Points

\F T CAN JOST OVERCLOCK THE UNIX
DIANGC, T CAN BASIC THE DDLOS

A . . ROoT. DAMN. NO DICE. BUT WAIT., \¢ I

P h IS h I n g DISENCRYPT THER KILOBYTES WITH A

A BRCKDOOR HANDIHAKE
Ransomware e TACKPOT.

A Connected Medical Devices (IoT)
A Social Engineering

A Misconfigured Servers | /
A Inadvertent Disclosures %::E‘f“gﬁﬁ?‘*
A Unpatched Systems —

A Vendors and Business Associates ?X )
A Facilities and other supporting systems H :

https://lwww.techdirt.com/articles/20120306/15452818005/hollywodthckersvsreality.shtml



Approach

1. Assume Breach

2. Defense In Depth

3. Risk-based Approach
4

5

CYBERSECURITY
FRAMEWORK
VERSION 1.1

. Detection and Response
. Continuous Improvement



Healthcare Privacy & Security Policies and Regulations

A Health Insurance Portability and Accountability Act of 1996 (HIPAA):
required HHS to adopt national standards for electronic health care transactions
and code sets, unigue health identifiers, and security. At the same time,

Congress recognized that advances in electronic technology could erode the
privacy of health information. Consequently, Congress incorporated into HIPAA
provisions that mandated the adoption of Federal privacy protections for
individually identifiable health information.

A Health Information Technology for Economic and Clinical Health
(HI TECH) Act oO0s Meani ngf:uehuirdd skgectipermeasures for
ensuring the safety of electronic Protected Health Information (ePHI) as dictated
by the Security Rule of the Health Insurance Portability and Accountability Act
(HIPAA) (OCR 2009).



Security Rule Requirements

Security Components
Physical Safeguards

Administrative Safeguards

Technical Safeguards

Policies and Procedures

Organizational
Requirements

Example Variables

*  Facility structure
* Data storage center
* Computer hardware

* Designated security officer

» Staff training and oversight

* Information security control

* Security Risk Assessment / review

* Controls on access to EHR
* Audit log monitoring
* Secure electronic exchanges

*  Written P&P addressing HIPAA
Security requirements

* Documentation of security
measures

* Breach notification and other
policies
* Business Associate agreements

| Example Security Measures

* Building alarm system
* Locked doors
*  Monitors shielded from view

» Staff training

Monthly review of user activity
* Policy enforcement

* New hire background checks

* Secure passwords
* Data backup

* Virus scans

* Encryption

*  Written protocols on safeguards

* Record retention

* Periodic policy and procedure
review

* Periodic Business Associate
Agreement review and updates

Reference:

Michigan Center for Effective IT Adoption



Security Risk Assessment

A Required by HIPAA Security Rule and Meaningful Use
A Commonly conducted annually

A Not required to, but recommend following an
established framework such as NIST, COBIT, or ISO



Security Risk Assessment

A Challenges
I Can be hard to understand requirements
I Hard to find concrete examples and expertise

I Organizations worry about enforcement actions Iif they
acknowledge they have security risks

iMany nri sk assessmentso end up
of security controls or simple checklists



Compliance vs. Security

Compliance is
not your
blueprint

Avoid
checkbox
compliance

Compliance

Remember
ireasonabl e)] and
appropri at/eo

Compliance is
an ongoing
requirement

Security

Security is
not a product

Security is not
justan IT
responsibility

Security is a
mindset

Security is an
ongoing
program



Enforcement

Cases Currently Under Investigation

This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights.

Show Advanced Options

Expand MName of Covered Entity +
All
[+] Dean Health Plan
[+] HealthEquity, Inc.
[+] Healthland Inc.
[+] New England Baptist Health
[+] Massac County Surgery Center dba Orthopaedic Institute Surgery
Center
[ +] RISE Wisconsin, Inc.
[+] Benefit Outsourcing Solutions
[+] University of Utah Health
[+] Capitol Anesthesiology Association
[+] Florida Agency for Persons with Disabilities
[+] SimplyWell
[+] Dignity Health
[+] The University of Texas MD Anderson Cancer Center

State

Wi

uT
MN

MA

IL

Wi
M1

X
FL

X

CA

X

Breach Report Results

Covered Entity
Type =
Health Plan

Business Associate

Business Associate

Healthcare Provider

Healthcare Provider

Healthcare Provider

Business Associate

Healthcare Provider
Healthcare Provider
Health Plan

Business Associate

Healthcare Provider

Healthcare Provider

Individuals
Affected &
1311

16000
614

7582

2000

3731
1144

607
2231
1951

597

55947

1266

Breach Submission
Date %
06/15/2018

06/12/2018
06/10/2018

06/08/2018

06/08/2018

06/07/2018
06/07/2018

06/02/2018
06/01/2018
06/01/2018

06/01/2018

05/31/2018

05/31/2018

Type of Breach

Unauthorized
Access/Disclosure

Hacking/IT Incident

Unauthorized
Access/Disclosure

Unauthorized
Access/Disclosure

Hacking/IT Incident

Hacking/IT Incident

Unauthorized
Access/Disclosure

Theft
Hacking/IT Incident

Unauthorized
Access/Disclosure

Unauthorized
Access/Disclosure

Unauthorized
Access/Disclosure

Unauthorized

Location of Breached Information

FPaper/Films

Email
Other

Email

Email

Metwork Server
Other

Laptop, Other Portable Electronic Device
Network Server

Email

Other

Email

Email

407 Cases currently under investigation by HHS/OCR



Approach

A The Security Risk Assessment approach is designed to allow organizations to
| mpl ement Areasonable and appropriateo secur
prescriptive

A For example, what is a reasonable disaster recovery plan for a large health
system would be excessive for a small doctor
still being enforceable

A If other organizations of the same size are encrypting their laptops, it would
seem reasonable to expect your organization to do the same

ABut how can you determine what is fAreasonabl
organization?

Take a Security Risk Management approach and look to industry
standards and guidance



Security Risk Analysis
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Security Risk Analysis

Under the HIPAA Security Rule, you are required to:

€ ¢ o n d uaccurate and thorough analysis of the potential risks and
vulnerabilities to the confidentiality, integrity, and availability of ePHI. Once
you have completed the risk anal ysis
and appropriateo steps reasonabkedndce | de
appropriate levels.

(45 CFR 164.308(a)(1)(i))




Myth or Fact

True or False: My EHR Vendor is HIPAA Compliant, so there is
nothing else | need to do.

False. Your EHR vendor may be able to provide information, assistance, and
training on the privacy and security aspects of the EHR product. However, EHR
vendors are not responsible for making their products compliant with HIPAA
Privacy and Security Rules. It is solely your responsibility to have a
complete risk analysis conducted.




Myth or Fact

True or False: | only need to perform a Security Risk Analysis once.

False. To comply with HIPAA, you must continue to review, correct or modify,
and update security protections.

Under MIPS/MACRA, reviews are required for each reporting period.




Myth or Fact

True or False: | can use a security checklist as a security risk analysis

Fal se. An fdAaccurate and thorougho sejcurity ris
vulnerabilities, and impact in addition to existing security controls to determine
risks to ePHI.




What Is Security Risk Analysis?

Threat x Vulnerability x Impact

Security Controls



A Threat may be
defi ned as:
potential for a person
or thing to exercise
(accidentally trigger or
Intentionally exploit) a
speci fic vulne

N

Threats




Examples of threats:

I Natural
AFlood, earthquake, tornado, ice storm, fire

I Human
AOutsiders such as hackers, patients
Alnsiders such as workforce members, contractors

AMay be intentional or unintentional (i.e. inadvertent
modification, deletion, or disclosure of information)



Vulnerabilities

Vulnerability Is defined in NIST Special Publication
(SP)800 -30 as nfla] fl aw or weakr
security procedures, design, implementation, or

iInternal controls that could be exercised

(accidentally triggered or intentionally exploited)

and result in a security breach or a violation of the
systemos security policy.o



Vulnerabilities

Examples of vulnerabilities:
I Technical

AUnpatched systems

AWeak, default, or no passwords

APHI on unencrypted media

APoorly configured firewalls or servers

AOpen wireless networks or using weak encryption
I Non-Technical

ALack of security awareness training

ALack of (or ineffective) policies and procedures



Risk

A Risk can then be defined as: N[ t] he net
considering (1) the probabllity that a particular [threat] will
exercise (accidentally trigger or intentionally exploit) a

particular [vulnerability] and (2) the resulting impact if this
should occur.

MmI S S 1 ¢



Elements of Security Risk Analysis
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Elements of Security Risk Analysis

As defined by OCR/NIST:

1. Define the scope 6. Determine the potential impact

2 Data collection of threat occurrences

3. Identify and document potential 7. Determine the level of risk
threats to ePHlI 8. Finalize documentation

4. Assess current security 9. Regular risk analysis

measures

5. Determine the likelihood of
threat occurrences




Continuous Risk Analysis

A truly integrated risk analysis and management process is
performed as new technologies and business operations are
planned, thus reducing the effort required to address risks
identified after implementation.

For example, evaluate security risks when you:

Have experienced a security incident
Have change in ownership or turnover in key stafffmanagement

Are planning to incorporate new technology to make operations
more efficient

Are making changes to your servers or network devices
Are changing workflows



Methodology

Observe Interview Test




Resources

A HealthIT.gov
T https://www.healthit.gov/topic/privacy -security -and - hipaa

A The Office for Civil Rights

T Guidance on Risk Analysis Requirements under the HIPAA Security Rule

A The National Institute for Standards in Technology (NIST)
T NIST SP 800 -30 Guidance for Conducting Risk Assessments

T NIST SP 800 -66 An Introductory Resource Guide for Implementing the HIPAA
Security Rule

T HIPAA Security Rule Toolkit



https://www.healthit.gov/topic/privacy-security-and-hipaa
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf
http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf
http://scap.nist.gov/hipaa

Security Risk Management
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Security Risk Management

“Implement security 1 eduice risks and

vilner abrhnes igarea. mnab]e and appropriate Iyel to comply with
$164.306(a).”




Security Risk Management

Lﬁ{f}
(11)

(iii)
(iv)

The size, complexity, and capabilities of the covered
entity.

The covered entity's technical infrastructire,
hardware, and software security capabilities.

The costs of security measuires.

The probability and criticality of potential risks fo
EPHI”



Security Risk Management | Case Study

[mited Stafes Deprrtment af
Health & Human Services

Officefor Civil Rights

Case Example:
215 Century Oncology

On two occasions in 2015, the FBI notified 21C0 that PHI was illegally obtained
by an unauthorized third party and produced 21CO patient files purchased by

an FBl informant
21C0 determined that 2,213,597 individuals were affected

Failure to conduct an accurate and thorough assessment of the potential risks
and vulnerabilities to the confidentiality, integrity, and availability of the ePHI

Failure to implement security measures sufficient to reduce risks and
vulnerabilities to a reasonable and appropriate level

Failure to implement procedures to review information system activity, such as
audit logs

Disclosed PHI to 3rd party vendors without BAAs
May 25, 2017, 21C0 filed for Chapter 11 bankruptcy protection

S2.3 million - December 2017




Security Risk Management | Case Study

rired Skries D hepurrtmend q_r'

Health & Human Services Best Practices fo Consider:

Review all vendor and contractor relationships to ensure
BAAs are in place as appropriate and address
breach/security incident obligations

Risk analysis and risk management should be integrated into
business processes; conducted regularly and when new
technologies and business operations are planned

Dispose of PHI on media and paper that has been identified
for disposal in a timely manner

Incorporate lessons learned from incidents into the overall
security management process

Provide training specific to organization and job
responsibilities and on regular basis; reinforce workforce
members’ critical role in protecting privacy and security




NIST Risk Management Framework (RMF)




